Abstract
Introduction
Wireless sensor networks (WSNs) are ad hoc networks comprised mainly of small sensor nodes with limited resources and one or more base stations (BSs), which are much more powerful laptop-class nodes that connect the sensor nodes to the rest of the world [6] . They are used for monitoring purposes, providing information about the area being monitored to the rest of the system. Application areas range from battlefield reconnaissance and emergency rescue operations to surveillance and environmental protection.
Like any wireless ad hoc network, WSNs are vulnerable to attacks [10, 24] . Besides the well-known vulnerabilities due to wireless communication and ad hocness, WSNs face additional problems. For instance, sensor nodes are small, cheap devices that are unlikely to be made tamperresistant or tamper-proof. Also, they are often deployed in unprotected, or even hostile areas, which makes them more vulnerable to attacks. It is therefore crucial to add security to these networks, specially those that are part of missioncritical applications. * Supported by FAPESP grant 2005/00557-9
Until recently, security solutions for WSNs relied on symmetric encryption algorithms (e.g., RC5 [18] ) to provide properties such as authentication and confidentiality since, due to their resource constraints, nodes cannot afford to use conventional algorithms of Public Key Cryptography (PKC), e.g. RSA/DSA.
Although more efficient than PKC, symmetric cryptosystems have some drawbacks. Firstly, nodes face the key agreement problem, i.e., they must decide on a shared key to communicate securely. This problem is even worse in WSNs due to the open and unattended environments where nodes are commonly deployed [24] . Further, the ideal level of security in these cryptosystems is achieved by using pairwise keys. However, this scheme is not scalable and thus is inadequate for WSNs which may comprise thousands of nodes. Finally, symmetric cryptosystems do not provide nonrepudiation.
To address some of theses drawbacks, a number of key predistribution schemes have been proposed (e.g., [5, 12, 27] ). Although effective in trying to achieve a good tradeoff between resource consumption and resiliency, these proposals eventually incur some degree of overhead.
LEAP [27] , perhaps the most efficient proposal, allows a pairwise key agreement protocol between neighboring nodes using only symmetric primitives. However, LEAP has also drawbacks. Firstly, LEAP assumes that a predistributed key shared among all nodes will not be disclosed during the t initial time units of the network operation. Secondly, LEAP assumes that once this key is erased, it cannot be recovered from memory. However, this is not always the case. Lastly, LEAP does not provide digital authentication and repudiation of messages is still possible.
Today, motivated by this vulnerabilities, the cryptography community in WSNs has been investigating more efficient techniques of PKC. By using Elliptic Curve Cryptography (ECC) [15, 11] , for example, it has been shown (e.g., [8] ) that PKC is indeed feasible in WSNs since ECC consumes considerably less resources than conventional PKC, for a given security level.
However, in order to use effectively ECC in WSNs, it is first necessary to enable authentication of public keys. Otherwise, the network shall be vulnerable to man-inthe-middle attacks. Public key authentication is usually achieved by means of a Public Key Infra-structure (PKI), which issues certificates and requires users to store, exchange, and verify them. These operations, in turn, incur high overheads of storage, communication, and computation and, as a result, are inadequate for WSNs [4] .
Identity-Based Encryption (e.g. [2] ) (IBE) is an exception where an information that uniquely identifies users (e.g. IP or email addresses) can be used to both exchange keys and encrypt data, and thus PKI is unnecessary. Although the notion of Identity-Based Encryption dates from Shamir's original work [21] , it only has become truly practical with the advent on Pairing-Based Cryptography (PBC) [19, 14] .
In this work, we argue that IBE is the ideal encryption scheme for WSNs. In fact, because WSNs meet the strong needs of an IBE scheme, we go further and argue that they are the ideal scenario for using IBE as well. We discuss the use and implementation of IBE in resource-constrained nodes and present some estimated results. To be concrete, we use the ATmega128 8-bit AVR processor, which is presented in nodes from the Mica motes' family [9] . To our knowledge, ours is the first work to discuss implementation issues and to present performance estimates on the IBE over an 8-bit platform.
The rest of this work is organized as follows. In Section 2, we introduce the PBC concepts. In Section 3, we first discuss the synergy between IBE and WSNs and then describe how IBE can be used in the context of WSNs. We present implementation issues and results in Section 4. Finally, we discuss related work and conclude in Sections 5 and 6, respectively.
Pairings: preliminaries
In what follows, let E/F q be an elliptic curve over a finite field F q , E(F q ) be the group of points of this curve, and #E(F q ) be the group order.
Bilinear pairing. Let n be a positive integer. Let G 1 and G 2 be additively-written groups of order n with identity 0, and let G T be a multiplicatively-written group of order n with identity 1.
A bilinear pairing is a computable, nondegenerate function e : G 1 × G 2 → G T that satisfies the following condition:
∀ P, P ∈ G 1 and ∀ Q, Q ∈ G 2 , we have
e(P + P , Q) = e(P, Q)e(P , Q); and 2. e(P, Q + Q ) = e(P, Q)e(P, Q ) .
The Tate pairing. Let E(F q ) contain a subgroup of prime order r coprime with q and with embedding degree k.
(In most applications, r also is a large prime divisor of #E(F q ).) The Tate pairing is the bilinear, nondegenerate mappinĝ
Bilinear Diffie-Hellman Problem. Most of the new applications of PBC rely on the hardness of the following problem for their security [7] : given P , Q, aP , and bP such that e(P, Q) = 1, compute
e(abP, Q).
This problem is known as the Bilinear Diffie-Hellman Problem. The hardness of the Bilinear Diffie-Hellman Problem depends on the hardness of the Diffie-Hellman problems both on E(F q ) and in F q k . So, for most PBC applications the parameters q, r, and k must satisfy the following security requirements:
1. r must be large enough so that the Elliptic Curve Discrete Logarithm Problem (ECDLP) in an order-n subgroup of E(F q ) is infeasible to be solved using Pollard's rho algorithm;
2. k must be large enough so that the Discrete Logarithm Problem (DLP) in F q k is infeasible to be solved using the index-calculus methods.
Applying IBE to WSNs
Today, IBE schemes (e.g. [2] ) seem to be the only truly practical mean of providing public key encryption in WSNs since they do not require a PKI. Instead, they employ users' identification (e.g., node IDs) as public keys.
We go further and argue that IBE is not only ideal for WSNs, but the converse is also true. For example, IBE schemes have strong requirements such as the existence of an unconditionally trusted entity, who is responsible to issue users' private keys. WSNs, however, possess intrinsically such an entity, i.e., the BS. Another requirement is that the keys must be delivered over confidential and authentic channels to users. In most of the WSN applications, however, nodes' private keys can be distributed offline, i.e., they can be generated and preloaded directly into nodes prior deployment.
In spite of all its advantages, IBE still is a public key cryptosystem and thus it is orders of magnitude more complex than symmetric cryptosystems. Because of this, we envision that IBE will be used only to nodes set up pairwise symmetric keys among themselves and the rest of the communication will be protected by using those keys. In Fig. 1 , we show how IBE can be used to establish pairwise keys among communicating nodes. (In WSNs, where the communication is in general multi-hop from nodes to the BS, communicating nodes are often the neighboring nodes.) The protocol works as follows.
Prior deployment, each node X is assigned the following information: the node's ID id X , the node's IBE private key S X , and a function f that takes an ID (e.g., id X ) as input and outputs its corresponding IBE public key (e.g. P X ). After deployment, each node broadcasts its ID in its neighborhood (Step 1). Neighboring nodes thus use the function f together with the received ID to generate its corresponding public key. After that, each of the neighbors generate a pairwise key and respond to the original node by including this key in the message (Step 2). The transmission of the message is protected by using IBE's public keys. Finally, subsequent communications among nodes are protected with MACs 1 computed using the exchanged pairwise keys (Step 3).
Implementation and Evaluation
In this section, we will describe some implementation issues (Section 4.1) and present estimated numbers (Section 4.2) on the costs of computing IBE in such a platform.
Implementation Issues
Recall from Section 2 that E/F q is an elliptic curve defined over F q , r is a large prime divisor of #E(F q ) coprime to q, and k is the embedding degree.
The pairing. The two most important pairings in ECC are the Tate and the Weil pairings. According to [7] , the Tate pairing seems to be more efficient than the Weil pairing. Therefore, the Tate pairing appears to be more adequate to WSNs than the Weil pairing.
The field. Given a cryptosystem, the hardness of its underlying problem dictates the size of the security parameters. Namely, the harder the problem, the smaller the parameter size. The parameter size, in turn, dictates the efficiency, i.e., the smaller the parameter size, the faster the 1 Note that MAC is often used to stand for medium access control in networking papers. Here, MAC stands for message authentication code.
IDs being broadcast by nodes (e.g. A and B):
Neighboring nodes (e.g., M from A and N from B) use received IDs to generate public keys (e.g. P A and P B ) and exchange pairwise keys:
Secure exchange of information between neighboring nodes (e.g., A and M , and N and B)
The various symbols denote:
Key shared between nodes X and Y P X : Node X's public key S X : Node X's private key mac k () : MAC computed using key k enc k () : Encryption computed using key k m : Message information ⇒, →: Broadcast and unicast, respectively computation time. The DLP in prime fields is considered to be harder than the DLP in binary fields and thus it seems that prime fields are more adequate to WSNs.
Curve selection. Authors tend to choose nonsupersingular curves rather than supersingular curves because they feel that the formers have security advantages compared to the latters. We argue that until now there is no concrete evidence for that and thus it seems that supersingular curves are more adequate to WSNs since they have been shown empirically to be faster [20] .
Parameters q and r. The choice of the parameters q and r is a key factor in the efficiency of pairing computation, as curve operations are performed using arithmetic of the underlying field. In prime fields, by choosing q a Mersenne prime (i.e., a number of the form pairings. Note, however, that because of the idiosyncrasies of the both types of primes, often it is not possible to find a pair q and r Mersenne and Solinas primes, respectively, suitable for pairings.
Embedding degree k. We have chosen k = 2 since it provides a number of benefits while computing pairings [20] . For example, k = 2: 1) allows the important denominator elimination optimization; 2) helps in finding a r of low Hamming weight; 3) makes F q k arithmetic relatively easy to implement; 4) has been shown empirically to be efficient;
Parameter sizes. Parameter sizes often pose a tradeoff between security level and efficiency. This issue is especially important when dealing with resource-constrained nodes.
For most PBC schemes (including IBE), the security requirements described in Section 2 can be satisfied by choosing r > 2 160 and q k > 2 1024 . However, security requirements in WSNs are often relaxed [18] . This is because of their short lifetimes and because the goal is not to protect each node individually, but the network operation as a whole. Until now, the larger parameters sizes for which the ECDLP and the DLP are known to be solved are 2 109 and 2 431 , respectively. Therefore, it seems that r ≥ 2 128 and q k ≥ 2 512 are able to meet the current security requirements of WSNs.
Point coordinates. It has been shown by empirical work that, if precomputation is not allowed, to represent curve points as projective coordinates (x, y, z) rather than in affine coordinates (x, y) is faster [20] . On the other hand, Barreto et al. [1] have shown that affine coordinates are the most efficient coordinate system in some cases where precomputation of intermediate results is possible. This indicates that the coordinate system to be used will depend on the amount of free space available in nodes' memory, i.e., it will depend on the nodes' capacity for storing intermediate results in memory.
Results
The time consuming part while evaluating IBE is the pairing computation. The work of Barreto et al. [1] gives estimates of computing pairings by means of the number of modular multiplications in F q . According to their work, assuming k = 2 and q a large prime, the costs for computing the Tate pairing using projective coordinates without precomputation, and projective and affine coordinates with precomputation are equivalent to 4153.2, 2997.6, and 1899.6 modular multiplications, respectively.
In what follows, we have measured the costs for modular multiplications in ATmega128, and estimated times for pairing computation based on the work of Barreto et al. [1] . We have considered a security level equivalent of q k = 2 512 , i.e., k = 2 and q a 256-bit prime. In fact, we generated results for q both a random 256-bit prime and a generalized Mersenne 256-bit prime (e.g. secp256r1 [22] ). The results are shown in Table 1 . They range from 4.33s (Mersenne prime using affine coordinates with precomputation) to 13.93s (random prime using projective coordinates without precomputation) thus indicating that pairing computation in the ATmega128 processor is feasible.
In the context of WSNs, recall from Section 3 that we envision that nodes will use IBE only to exchange pairwise keys with neighboring nodes and most of the time communication will be protected through symmetric primitives. Therefore, the costs of computing pairings indeed will not impact nodes' normal functioning.
Related Work
WSNs are a subclass of MANETs, and much work (e.g., [26] ) has been proposed for securing MANETs in general. These studies are not applicable to WSNs because they assume laptop-or palmtop-level resources, which are orders of magnitude larger than those available in WSNs. Conventional public key based solutions are such an example.
Among the studies specifically targeted to resourceconstrained WSNs, some [24] have focused on attacks and vulnerabilities. Wood and Stankovic [24] surveyed a number of denial of service attacks against WSNs, and discussed some possible countermeasures. Karlof and Wagner [10] focused on routing layer attacks, and showed how some of the existing WSN protocols are vulnerable to these attacks.
Of those offering cryptographic solutions, a considerable number (e.g., [5, 27, 12, 16, 17] ) have focused on efficient key management of symmetric cryptosystems. Others (e.g., [23, 8, 13] ) have been investigating more efficient techniques of PKC. By using ECC, for example, it has been shown (e.g., [8, 13] ) that resource-constrained nodes are indeed able to compute public key operations.
However, public key authentication in the context of WSNs was still an open problem, as these type of networks cannot afford a conventional PKI and the proposed alternatives (e.g. [4] ) are not applicable to all contexts. Motivated by that, Zhang et al. [25] and Doyle et al. [3] have used IBE for key distribution. In spite of this, none of the works show the feasibility of computing IBE primitives in resource constrained nodes. The former has assumed that this will be soon feasible. And the latter has considered a platform more powerful than those found in resource-constrained nodes.
Conclusion
Despite of several years of intense research, the area of security and cryptography in WSNs still has a number of open problems. On the other hand, the advent of IBE has enabled a wide range of new cryptographic solutions. In this work, we first argued that IBE and WSNs are complementary systems. After that, we described how IBE can be used to solve the key agreement problem in the context of WSNs. Finally, we discussed implementation issues and showed some performance estimates. Our results indicates that pairing computation is feasible even in resourceconstrained nodes.
